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Chaos implies

sensitivity to initial conditions and control parameters;

ergodicity;

mixing property;

complex but deterministic dynamics;

...
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Lorenz system


ẋ = a(y − x)

ẏ = cx − xz − y

ż = xy − bz
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Chua’s system (dimensionless form)
ẋ = p(−x + y − f (x))

= p
(
−x + y −

(
m0x + (m1−m0)(|x+1|−|x−1|)

2

))
ẏ = x − y + z

ż = −qy (or ż = −qy − rz)
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Chen’s system


ẋ = a(y − x)

ẏ = (c − a)x − xz + cy

ż = xy − bz
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Lü’s system 
ẋ = a(y − x)

ẏ = cy − xz

ż = xy − bz
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Cryptosystem

Encryption Decryption

Ke Kd

P: Plaintext C : Ciphertext

Public Channel

P ′: Recovered P

Secret Channel

Ciphertext-only attack: C → P and/or K?

Known-plaintext attack: (known P) + C → K?

Chose-plaintext attack: (chosen P) + C → K?

Chosen-ciphertext attack: (chosen C ) + P → K?
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Cryptanalysis

Encryption Decryption

Ke Kd

P: Plaintext C : Ciphertext

Public Channel

P ′: Recovered P

Secret Channel

Ciphertext-only attack: C → P and/or K?

Known-plaintext attack: (known P) + C → K?

Chose-plaintext attack: (chosen P) + C → K?

Chosen-ciphertext attack: (chosen C ) + P → K?
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A cryptosystem depends on

confusion;

diffusion w.r.t small changes in plaintext;

diffusion w.r.t small changes in secret key;

pseudo but deterministic randomness;

...
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Chaos vs. Cryptography

Chaos Cryptography

ergodicity confusion

sensitivity to initial conditions
diffusion w.r.t. small changes
in plaintext

mixing property

sensitivity to control parame-
ters

diffusion w.r.t. small changes
in secret key

complex but Deterministic dy-
namics

pseudo but deterministic ran-
domness
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Chaos + Cryptography

Shannon’s “Chaos” in his classical security paper (1949):
“Good mixing transformations are often formed by repeated

products of two simple non-commuting operations. Hopf has

shown, for example, that pastry dough can be mixed by such a

sequence of operations. The dough is first rolled out into

a thin slab, then folded over, then rolled, and then folded

again, etc.”

Digital “Chaos” existing in traditional ciphers:
(ax + b) mod p, xn mod p, etc.

Chaos + Cryptography = Chaotic Cryptography ...

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Chaos Synchronization

Definition

Synchronization of chaos refers to a process wherein two (or many)
chaotic systems (either equivalent or nonequivalent) adjust a given
property of their motion to a common behavior due to a coupling
or to a forcing (periodical or noisy).

—S. Boccalettia et al. in [Physics Reports 366 (2002) 1–101]
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Chaos Synchronization: Driving Modes

Internal driving

Directional driving: A B

Bidirectional driving: A B

Network-like driving:

A

B C

D

External driving (forcing):
A

B
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Impulsive Driving → Impulsive Synchronization

Internal driving

Directional driving: A B

Bidirectional driving: A B

Network-like driving:

A

B C

D

External driving (forcing):
A

B
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Chaos Synchronization: Directional Driving Case

Definition

Given two dynamical systems with
::::::::
different

:::::::
initial

:::::::::::
conditions,

under a driving signal from System 1 (called drive system or
master system), System 2 (called response system or slave system)

::::::::::::::
asymptotically follows the state of System 1 in a certain sense.

System 1 (Drive/Master System)

System 2 (Response/Slave System)

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Chaos Synchronization: Directional Driving Case

What does directional synchronization mean?

From information theoretical point of view, the establish of chaos
synchronization between two systems means that some information
has been successfully transmitted from one side (system 1) to the
other (system 2). In other words, this is a

:::::::::::::::
communication process!

What’s next?

⇒ By keeping some part secret, we get a
::::::
secure

::::::::::::::::
communication

system!
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Chaos Synchronization: Synchronization Modes

Complete synchronization: x2(t) → x1(t)

Phase synchronization: φ2(t) → φ1(t)

Projective synchronization: x2(t) → αx1(t)

Time-delay synchronization: x2(t) → x1(t − τ)

Generalized synchronization: x2(t) → h(x1(t))

...
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Chaotic Masking

Master
System

Plaintext Signal m(t)

+
Slave

System

+ m′(t)

x(t) s(t)

−x′(t)
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Chaotic Masking: An Example


ẋ1 = a(y1 − x1)

ẏ1 = cx1 − x1z1 − y1

ż1 = x1y1 − bz1

↓ s(t) = x1(t) + m(t)
ẋ2 = a(y2 − x2)

ẏ2 = cs(t)− s(t)z2 − y2

ż2 = s(t)y2 − bz2

⇓
m̃(t) = s(t)− x2(t) m(t)

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Chaotic Switching (Chaotic Shift Keying = CSK)

Master
System 0

Master
System 1

m(t) = {m(t) ∈ {0, 1}}

Slave
System

×

s(t)

x0(t)

x1(t)

m(t) = 0

m(t) = 1

x′(t)

m′(t)
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Chaotic Switching: An Example


ẋ

(0)
1 = a(0)(y

(0)
1 − x

(0)
1 )

ẏ
(0)
1 = c(0)x

(0)
1 − x

(0)
1 z

(0)
1 − y

(0)
1

ż
(0)
1 = x

(0)
1 y

(0)
1 − b(0)z

(0)
1


ẋ

(1)
1 = a(1)(y

(1)
1 − x

(1)
1 )

ẏ
(1)
1 = c(1)x

(1)
1 − x

(1)
1 z

(1)
1 − y

(1)
1

ż
(1)
1 = x

(1)
1 y

(1)
1 − b(1)z

(1)
1

↓ s(t) = x
(m(t))
1 (t)

ẋ2 = a(0)(y2 − x2)

ẏ2 = c(0)s(t)− s(t)z2 − y2

ż2 = s(t)y2 − b(0)z2

⇓

m̃(t) =

{
0,

∫
∆t |x2 − s(t)| ≤ ε

1,
∫
∆t |x2 − s(t)| > ε

}
= m(t)

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Chaotic Modulation

Master
System

m(t) Controller

Slave
System

s(t)

x′(t)
m′(t)
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Example 1: Chaotic Parameter Modulation


ẋ1 = 1

C1
(Gm(t)(−x1 + y1)− f (x1))

ẏ1 = 1
C2

(Gm(t)(x1 − y1) + z1)

ż1 = 1
L(−y1 − R0z1)

↓ x1
ẋ2 = 1

C1
(Gm̃(t)(−x2 + y2)− f (x2) + K1(x1 − x2))

ẏ2 = 1
C2

(Gm̃(t)(x2 − y2) + z2 + K1(x1 − x2))

ż2 = 1
L(−y2 − R0z2 + K1(x1 − x2))

˙̃m(t) = k1sign
(

1
C1

G (y2 − x2)
)

(x1 − x2)

⇓
m̃(t) m(t)

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Example 2: Chaotic Direct (Non-Autonomous) Modulation


ẋ1 = −(y1 + z1)= −(x1 + y1) + s

ẏ1 = x1 + 0.45y1

ż1 = 2 + z1(x1 − 4) + m(t)
↓ s = x1 − z1

ẋ2 = −(x2 + y2) + s

ẏ2 = x2 + 0.45y2

ż2 = 2 + z2(x2 − 4) + m̃
˙̃m = a((x2 − z2)− s)= a(s̃ − s)

⇓
m̃(t) m(t) when a > 4

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Low Sensitivity to Parameter Mismatch

In this case, the key basin is the ranget8P@230,340#, and
considering the O(102) size of the entire keyspace, it is ob-
viously an easy job to determine the secret key by AAM as
in the cases discussed above.

D. Noise driven sequential synchronization „NDSS…
model

A hierarchically structured cryptosystem is proposed
recently,30 employing sequentially synchronized chaotic sys-
tems. Sequential synchronization is attained by first feeding a
noiselike signal to a variable of the first transmitter and its
receiver simultaneously and then feeding a variable of the
first transmitter and its receiver to a variable of the second
transmitter and its receiver, respectively, and repeating the
feedings of successive variables in sequence. Plaintext is
added directly to the variables to form the ciphertext on the
transmitter side, and is recovered by synchronization on the
receiver side. This is different from the encryption schemes
mentioned above, as the plaintext here is not involved in the
dynamics. Such an encryption scheme appears to have high
security, which can be enforced selectively: different users
can maintain different security levels according to the syn-
chronization level that can be reached. Here we consider the
cryptosystem composed of one Navier–Stokes oscillator and
one Lorenz oscillator, as used in Ref. 30, with both the trans-
mitter and the receiver sharing the same dynamics,

ẋ521.9x14@a1y1b1f ~ t !#z14uv,

ẏ527.2@a1y1b1f ~ t !#13.2xz,

ż524.7z27.0x@a1y1b1f ~ t !#1k,

u̇525.3u2xv,
~20!v̇52v23.0xu ~Navier–Stokes!,

ṗ5s@~a2q1b2z!2p#,

q̇5cp2~a2q1b2z!2pr,

ṙ 5p~a2q1b2z!2br ~Lorenz!,

where a1 , a2 , b1 , and b2 are the couplings,f (t) is the
noise signal which reads

f ~ t !550j sin@2p30.8~ 1
2 1j8!t#, ~21!

wherej andj8 are pseudorandom numbers within~0,1!.

With the parametersk, s, c, andb taken to be 36, 10.0,
28.0, and 8/3, respectively, fora151.2, b150.9, a250.9,
and b2522.5, both the transmitter and the receiver exhibit
chaotic behavior but can be synchronized. For public-
structure and known-plaintext attack, we choose the param-
eterk536 in the Navier–Stokes equations as the secret key
and consider the keyspacek8P@35,37#, where the whole
system stays in the chaotic regime and synchronization be-
tween the transmitter and the receiver can be achieved. In
our simulations, we choose the variablesv andr as the car-
riers, and use the EFA,

e~k8!5
1

T E
0

T

uv8~k8!2v~k!udt ~22!

and

e~k8!5
1

T E
0

T

ur 8~k8!2r ~k!udt. ~23!

The key basins are plotted for the Navier–Stokes system and
the Lorenz system in Fig. 5~a! and Fig. 5~b!, respectively.
Again we find the triangle basin in the Navier–Stokes sys-
tem, with a similar one for the Lorenz system, except with a
little distortion.~This appears to be typical for every variable
in this system chosen as the secret key.! The conclusion is
clear: the secret key can be easily determined using AAM
just as in the cases that we have discussed, and the claim for
high security does not seem to be justified. From the results
of our simulations, we do not see any improvement with
more complicated coupled chaotic systems.

E. One-way coupled map lattices

For a long time, coupled map lattices~CML! have been
used to investigate the complex behavior of spatiotemporal
chaos in many fields of nonlinear science.31 Recently, this
kind of system has been utilized for secure communication in
a number of encryption algorithms. In particular, the
one-way coupled map lattices~OCML! is extensively
used for self-synchronizing, spatiotemporal chaos-based
cryptosystems.32,33

The earlier works on OCML inherited the classical ideas
of chaos encryption: they regarded OCML as a special spa-
tiotemporal chaos system with inherent high computational
complexity and yet amendable to easy analysis.32 Later,
modified OCML models were proposed to make the systems

FIG. 5. The secret keyk536 is cho-
sen here, and the difference between
the trial keyk8 and the secret keyk,
Dk5k82k, is used as variable for the
horizontal axis.~a! The key basin for
the Navier–Stokes system,~b! the key
basin for the Lorenz system.

134 Chaos, Vol. 14, No. 1, 2004 Wang et al.

Downloaded 13 Mar 2004 to 218.75.42.178. Redistribution subject to AIP license or copyright, see http://chaos.aip.org/chaos/copyright.jsp

Source

Xingang Wang et al., “Error function attack of chaos
synchronization based encryption schemes,” Chaos, 14(1):128-137,
2004
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Parameter Estimation

Adaptive synchronization (online)

Direct parameter estimation (offline)

Return-map method

Chosen-ciphertext attack

DAC (divide-and-conquer) attack
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Estimation of Carrier Signal

Valid when s(t) = m(t) + x(t) (chaotic masking and some
modulation schemes).

Short’s NLD (Nonlinear dynamic) forecasting technique [IJBC
1994].

One of most well-known cryptanalysis tool.

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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Direct Extraction of Plaintext

Return-Map Attack (one of most well-known cryptanalysis
tool)

Power Spectral (Filtering) Analysis

Estimating Short-Time Period

Generalized Synchronization Method

Power Energy Analysis

Switching Detection

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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New Countermeasures

Using More Complex Chaotic Systems

Hyperchaos 7
Time-delay Chaos 7
...

Using more Complex Synchronization Modes

Impulsive Synchronization 37
Projective Synchronization 7
Phase Synchronization 7

Combining Heterogeneous Structures

Chaotic Masking + Chaotic Modulation 7
Chaotic Switching + Chaotic Modulation 7
...
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New Countermeasures (Continued)

Pre-Encryption 37

Post-Modulation 7

Double-Channel Approach 7

Modified CSK Schemes

Multiple Chaotic Systems 7
Alternative Driving 7
False Switching Events
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A Reference

Some Rules

Gonzalo Álvarez and Shujun Li, “Some Basic Cryptographic
Requirements for Chaos-Based Cryptosystems,” International
Journal of Bifurcation and Chaos, vol. 16, no. 8, pp. 2129-2151,
2006
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Questions and Answers

Thanks for your attentions!

Shujun Li et al. Analog Chaos-based Secure Communications & Cryptanalysis
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